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PROFESSIONAL SUMMARY

Results-driven Senior Domain Architect and IAM specialist with 10+ years of experience across enterprise solution architecture, ICT infrastructure, cloud migration, endpoint management, and cybersecurity. Proven track record designing and delivering complex technology solutions for NSW Government and large Australian enterprises, translating detailed business requirements specifications (BRS) into scalable, secure infrastructure aligned to enterprise architecture (EA) frameworks and governance processes. Deep expertise in Microsoft Entra ID (Azure AD), IaaS/PaaS cloud hosting, technology roadmaps, solution design patterns, PowerShell automation, ServiceNow ITSM, and privileged access management (PAM). ITIL-aligned service delivery mindset with strong stakeholder engagement, Agile project management, and a demonstrated ability to drive IT standardisation and consolidation across complex public-sector environments.

CORE COMPETENCIES / TECHNICAL SKILLS

Solution Architecture: Solution Design, High-Level Design (HLD), Low-Level Design (LLD), Design Patterns, Technology Roadmaps, Enterprise Architecture (EA) Frameworks, Options Papers, Business Requirements Specifications (BRS), Technology Reference Models, Target State Architecture
IAM & Security: Microsoft Entra ID (Azure AD), Active Directory (AD DS), Identity & Access Management (IAM), Privileged Access Management (PAM), Arcon PAM, Delinea Secret Server, Multi-Factor Authentication (MFA), Conditional Access, Zero Trust Security, Role-Based Access Control (RBAC), Single Sign-On (SSO)
Infrastructure & Cloud: IaaS, PaaS, Microsoft Azure, Client Computing, Unified Communications, Application Delivery, Collaboration Platforms, Microsoft Intune, MDM/MAM, Windows Autopilot, Windows Server (2012–2022), Microsoft 365, AWS (foundational), Veeam Backup & Replication, iManage
Automation & Scripting: PowerShell, Bash, JSON/YAML, CI/CD (Bamboo), Bitbucket, WordPress, HTML5
ITSM & Monitoring: ServiceNow (ITSM, CMDB), Splunk (SIEM), Power BI, Tableau, Jira, Confluence, Cherwell, Trello
Methodologies: ITIL v4, Agile/Scrum, TOGAF (familiar), Change Management, Incident Management, Risk Management, Business Continuity Planning (BCP)

WORK EXPERIENCE

Senior Domain Architect | Department of Planning, Housing and Infrastructure (DPHI), NSW Government October 2025 – Present
1. Develop and deliver solution architectures, high-level designs (HLD) and detailed technical designs for complex ICT infrastructure projects, ensuring alignment with the DIO Enterprise Architecture (EA) framework, design principles, and governance processes.
1. Review, interpret and respond to detailed Business Requirements Specifications (BRS), translating customer requirements into scalable technology solutions that meet current and future ICT capability objectives across the DPHI cluster.
1. Partner with business units and the Enabling Technology team to produce solution designs, technical design patterns, and standards for business projects, improvement initiatives, and Machinery of Government (MoG) changes, ensuring solutions are cost-effective, secure, and fit for purpose.
1. Develop technology roadmaps, strategy documents, and options papers to drive standardization and consolidation of IT infrastructure across client computing, unified communications, application delivery, collaboration, identity management, and cloud hosting (IaaS/PaaS) platforms.
1. Identify and manage system, infrastructure, and project interdependencies; facilitate technical workshops and presentations with internal and external stakeholders to resolve complex design challenges and ensure deliverables are achieved within agreed timeframes.
1. Maintain currency with industry best practice, emerging technologies, and technology reference models to ensure information and data architectures remain aligned to the Department's strategic outcomes with minimal operational disruption.
1. Collaborate closely with Enterprise Architecture (EA) and Information Security teams to ensure solution designs adhere to NSW Government ICT standards, whole-of-government frameworks, and regulatory compliance requirements.
Senior Identity Engineer | TAFE NSW November 2024 – September 2025
1. Led a team of six Identity Administrators in automating user provisioning, application deployment, and security audits using PowerShell scripts, achieving measurable improvements in operational efficiency and a significant reduction in manual errors.
1. Directed strategic planning, design, and continuous enhancement of Identity & Access Management (IAM) systems, ensuring compliance with regulatory standards (ATO ISM / ISO 27001) and supporting scalable organizational growth.
1. Implemented Role-Based Access Control (RBAC) and Single Sign-On (SSO) frameworks across enterprise applications, reducing unauthorized access incidents and strengthening the overall Zero Trust security posture.
1. Monitored system performance and enforced proactive cybersecurity measures, including incident response protocols and SIEM alerting via Splunk, maintaining 99.9% system availability.
1. Mentored junior IAM engineers; collaborated with business stakeholders to align IT initiatives with organizational strategy and digital transformation roadmaps.
Senior Application Operations Analyst | Clyde & Co November 2021 – August 2024
1. Served as primary technical lead for the APAC iManage cloud migration, managing a regional team of eight IT professionals and delivering seamless transitions across multiple sites with zero downtime and 100% stakeholder satisfaction.
1. Administered and optimized Microsoft Intune for 600+ endpoints, deploying MDM and MAM policies that reduced security incidents by 20% and achieved full compliance with enterprise device standards.
1. Deployed Microsoft Entra ID (Azure AD) for enterprise-wide IAM, enforcing Conditional Access and Multi-Factor Authentication (MFA), strengthening overall security posture by 50% and leading training sessions to drive team adoption.
1. Managed ServiceNow ITSM queue, prioritizing incidents and service requests to improve mean time to resolve (MTTR) by 40% and elevate overall service delivery quality.
1. Utilized Power BI and Tableau to visualize application log data extracted from Splunk, supporting data-driven decision-making and continuous process improvement.
1. Conducted performance reviews and mentored analysts, fostering a high-performance culture and contributing to staff retention and skills uplift.
IT Team Lead | Sonic Healthcare August 2021 – November 2021
1. Supervised four engineers implementing Veeam Backup & Replication solutions, establishing data protection protocols with an RTO of 4 hours and RPO of 1 hour to ensure business continuity and disaster recovery (DR) readiness.
1. Led the migration of ten years of historical ITSM ticketing data from Cherwell to ServiceNow, maintaining 100% data integrity and minimal operational downtime.
1. Applied Agile/Scrum methodologies using Jira and Confluence to manage project delivery, improving team collaboration, and ensuring on-schedule outcomes.
1. Implemented IT process automation and risk management strategies, reducing operational vulnerabilities and supporting efficient IT service operations aligned with ITIL best practices.
Infrastructure Services Engineer | AIG Australia June 2018 – August 2021
1. Led a team of five in designing and configuring Windows Autopilot deployment profiles, automating device provisioning and reducing deployment time by 60%, significantly streamlining the end-user onboarding experience.
1. Managed a large-scale migration of 400 users from Windows 7 to Windows 10 across four sites, coordinating all project phases with zero business disruption.
1. Implemented PowerShell-driven process automation and workflow optimization, enhancing operational efficiency and mentoring junior engineers in scripting best practices.
1. Administered Windows Server environments (Active Directory, DNS, DHCP, Group Policy), optimizing infrastructure performance and scalability to meet business growth requirements.
1. Conducted security audits and enforced Privileged Access Management (PAM) using Arcon PAM and Delinea Secret Server, mitigating risks and ensuring compliance with enterprise security policies.
IT Engineer |  SocialGen July 2015 – July 2018
1. Managed IT operations and led a team of three developers to launch the corporate website using WordPress and HTML5, resulting in a 25% increase in web traffic and improved user engagement.
1. Implemented Mobile Device Management (MDM) solutions, ensuring secure and efficient device deployment across the organization.
1. Analyzed application logs and managed change management processes using Bitbucket and Bamboo CI/CD pipelines, improving deployment reliability, and troubleshooting workflows.
1. Applied Agile project management techniques (Jira, Trello) to coordinate team efforts, delivering all projects on time and within scope.

EDUCATION

Master of Business Administration (MBA) & Information Technology Completed July 2014
University of Newcastle, NSW

KEY ACHIEVEMENTS

1. Reduced security incidents by 20% and strengthened security posture by 50% through enterprise-wide Microsoft Entra ID (Azure AD) and Intune MDM deployment at Clyde & Co.
1. Delivered iManage cloud migration across APAC with zero downtime and 100% stakeholder satisfaction.
1. Improved ITSM response times by 40% via ServiceNow queue optimisation and escalation management.
1. Reduced device deployment time by 60% by architecting Windows Autopilot automation at AIG Australia.
1. Maintained 100% data integrity during Cherwell-to-ServiceNow ITSM migration at Sonic Healthcare.
